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Model Learning

The power—and potential—

of black box techniques

Copyright Enforcement in the Digital Age

Life Beyond Distributed Transactions

Are Computer Chips the New Security Threat?

Social and Ethical Behavior in the Internet of Things oyt

achvey

[F. Vaandrager 2017]
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Fix g,v > 0.
Sample log(2/ <)/ (2+%) words over X.
If, for some word w, we have w € L(R) and w ¢ L(.A):
Property not satisfied.
Else, R is e-approximately correct with probability at least 1— ~.

l

Pr(L(R)\ L(A)) < ¢

¢ Relies on probability distribution.

¢ May require many queries.
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Model
Checking

Learner produces
Angluin's L* } EQ" EE ;?

not guaranteed
to terminate anymore

L(R) not necessarily regular

bounded

® Relies on probability distribution.

e Counterexample may be spurious.

As EQs are implemented by SMC, a "counterexample" may be classified by RNN as negative.

[Mayr, Yovine: Regular inference on artificial neural networks. CD-MAKE 2018]
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abstraction
S

Refinement

Angluin's L*

e Does not rely on probability distribution.

e But counterexample may be spurious. Checking

Depends on the quality of the abstraction.

[Weiss, Goldberg, Yahav: Extracting Automata from Recurrent Neural Networks Using Queries and
Counterexamples. ICML 2018]
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Checked on 30 DFAs / RNNs and 138 specifications:

Type  Awvg time (s) Awglen  # Mistakes Avg MQs

SMC 92 111 122 286063
AAMC 444 7 30 3701916
PDV 21 11 109 28318

PDV detected "faulty flows"
iIn 81/109 of the counterexamples
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