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IDENTITY CARD OF THE TEAM

Al and streaming algorithms
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Medical use cases

Time series management
Microservice-based infrastructure
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STREAMING APPLICATIONS LANDSCAPE

Large-scale and robust

software community

Kafka, Spark, flink, redis,
mongoDB, cassandra, postgreSQL,
Microsoft Azure

Innovative algorithms
Specialized approaches

from research community
MOA, research papers

Knowledge from

applicative side

Predix (GE), Mindsphere
(Siemens), Bosch
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MEDICAL USE CASE EXAMPLE

To validate data from a connected patch (e.g. to generate alerts) compared to
classical devices (e.g. multi-parameters recording from GE)
e Constrained environment: monitoring during surgeries or post-operative
monitoring
* Long term monitoring: 12h to 24h continuous monitoring
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POSITION OF THE STREAMOPS PROJECT — CHALLENGES
TRUST, USABILITY AND ROBUSTNESS

Data Trust: robust online preprocessing of

time series
Q
Algorithms Trust: . .
Make it usable: to practitioners and research
Privacy and robustness in online contexts O -----------1 StreamOps O I u RIAGCHE
Non regression tests in incremental ML community
OPEN-SOURCE
On top of existing streaming softwares (MOA)
o

Operational Efficiency and
Robustness: bring advances
from open-source software
(kafka, microservices, time
series databases)
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SENSOR RAW DATA PROBLEMS

Big Dat;
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SENSOR RAW DATA PROBLEMS

We adopt Basis Function Expansion F(x) represented by a linear aggregation of
basis functions :

Flzr) = Z ciBi(r) = e1B1(x) + caBa(r) + ... + ¢, Bp(x)
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PRIVACY, ROBUSTNESS AND NON-REGRESSION IN
INCREMENTAL LEARNING

* The need for privacy
*  When the ML model potentially brings information about individuals in the training set
* Incremental updates of the model by a milicious attacker could bring some leaks in these data
* Homomorphic encryption does not fit all use cases
* Research directions

* Differential privacy in ML online applications

* Robusness and privacy

* Robustness in adversarial contexts or non-adversarial contexts (analyzed in the statistical query
framework in deterministic algorithms)

* In randomized online algorithms (necessary in private contexts) = define and analyze general definition
of robustness (with attacks and defenses)

e Research directions

* Robustness in private online algorithms

* Non-regression in incremental learning

* Anology with software development: how do you ensure that your model updates still satisfy some
constraints?

* Unit testing and non-regression tests for ML models

* Optimal training set sampling
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